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Abstract: -

Cloud Computing is a model which can be acquire through
network and its objective is to despite of the place and
invisibly make use of huge amount of resources related to
computing. These are being leased to digital users by
service providers. Because of high amount related to
accidents in traffic and road user’s dissatisfaction regarding
response time of vehicular ad hoc networks. The main
stress of current solutions is make betterment in the
response time of vehicular ad hoc networks (VANET).
This research aims at improving the response time by
introducing the message prioritization methodology. The
message with higher priority would be given resources
immediately without any delay.
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Introduction: -

Cloud Computing is a fresh paradigm related to computing
which utilizes groups of physical resources associated with
computing identified as data centers [1]. These can be
arranged on request into a dynamic entity which is logical
entity that can reduce and grow generally through the
Internet against a rented resource fee. It provides three
important digital services which are classified as Software
as a Service (SaaS) (e.g. Applications), Infrastructure as a
Service(laaS) (e.g. Storage Resources), Platform as a
Service (PaaS) (e.g. OS) [2]. Cloud Computing utilizes a
technology which is virtualization based through which
physical resources of cloud can be used to give services as
a virtual or logical resource [3].

To make sure that any application that execute in cloud
maintain performance, sensitivity of latency, consistency,
scalability and surely security a new model was proposed
recently known as fog computing in which services of
computing are supplied at the cloud network edge [4].

When we discuss about vehicular networks efficiency,
minimum delay, consistency and scalability are very much

important but network security is something without which
it is impossible to survive in this field or area [5]. It will
help us enhance the safety of road and comfort of
passengers Via Intelligent Transportation System(ITS). To
back the mission regarding safe journey of Vehicular Ad
Hoc Networks in this paper we propose the better security
of Vehicular Ad Hoc Networks which extends the current
security measures of Vehicular Ad Hoc Networks[6].
VANET permits computing resources which are onboard
in the vehicles with the cloud computing which is
traditional so that we take advantage of the vehicles
abilities like storage and processing. Improved VANET
security will help the drivers and other stakeholders to
reduce dangerous road situations for instance finding the
alternative routes, traffic lights management to reduce the
congestion of roads, incidents in traffic, commercial
vehicle procedures and so on [7].

Nowadays, these Intelligent Transportation System
applications are given by the digital services via vehicular
ad hoc networks(VANET) [8]. Therefore, VANET can be
explained as the vehicles which are communicating nodes
acknowledge as mobile entities which travel to a limited
mobility pattern and constant entities known as roadside
units (RSU) positioned at important locations for instance
critical intersections, roads that are slippery, places well
recognized for unsafe weather situation.

Related Work: -

VANET cloud can deliver many services of computation
for reducing congestion of traffic, accidents, time related to
travelling, pollution of environment etc. with minimum
cost. Except this, VANET cloud can also pay attention
towards vehicles that are not following traffic rules.
Privacy and security are also very important creating and
keeping trust between VANET cloud computing users.
Many methodologies are proposed in order to fulfil the
overhead requirements in the literature and they are
discussed under: -
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Zhu et al. [11] describe a methodology to reduce the
latency of authorization related to Vehicle to Infrastructure
(\V21) and the distributed revocation of public key. For
purpose of authorization latency, the authors described
prediction scheme which is based on mobility dependent on
Multilayer Perceptron(MLP) and pattern which is
infrastructure dependent Short-time Certificate
Management(SCM).

Yan et al. [9][10] discuss passive and active location
algorithms of security. Radar can be taken as which is very
much virtual and radar which is onboard can sense the
position of vehicles. Digital Signatures and Public Key
Infrastructure(PKI) dependent methodologies have been
well discovered in the field of VANETS. A certificate
Authority (CA) produces private in addition to public keys
on behalf of the actual nodes. The objective of the digital
signature stands to authenticate as well as confirm the
actual sender.

The objective of the encryption remains to unveil the
material of the messages to the permitted receivers. Public
Key Infrastructure is the methodology which is
significantly structured for the purpose of security
especially for the roadside setup. Yan et al described Geo
Encrypt in VANETS [12]. The basic methodology adopted
by them is to utilize the geographic position of the vehicle
to produce the secret keys. Messages are encrypted using
secret key and the text which is encoded would be
transmitted to the vehicles which are receiving. The actual
vehicles which are receiving must exist actually in the
definite geographic area which is decided by the actual
sender to become capable of message decryption.

Nowadays some concentration has been dedicated towards
common security problems in cloud while not connected
with vehicular network. The general answer is to minimize
entree to the hardware of the cloud infrastructure. This
approach can reduce risk [13].

Wang et al. declare a public key dependent authenticator
which is homomorphic and the masking which is random to
protect data of cloud and secure cloud data’s public privacy
[14]. The signatures which are aggregate of bilinear are
prolonged to parallel review many users [15].

Problem Statement:

Traffic congestion exist due to variance factors like
construction of road, hours of rush, and some unpredictable
and unavoidable circumstances like weather, road accidents
and behavior of human. The more extreme congestion is
the more duration is required to eliminate.

Due to this thing there is often a case that Vehicular Ad-
Hoc Network(VANET) response time increase due to large
amount of request and response transactions.

Research Question: -

1. How can we decrease the response time of the
Vehicular Ad-Hoc Network(VANET) so that
critical vehicles like ambulance won’t have to
wait and have response immediately?

Proposed Framework: -

My work give stress on providing different priority
messages in a vehicular Ad-hoc Network (VANET) to
reduce the delay in the network during congestion. For
instance, Ambulance should be given priority over the
normal car because of the critical situation of the patient.

These priorities would be allocated to the message depend
upon the type of the vehicles. The car would be recognized
in the network as they are connected with the certification
authority and Traffic Police station through Road Side
Units(RSU) and built in Sensors. Moreover, the car shares
its credentials with the authorities in order to recognize that
car lies in which type.

Basis upon type of the car message associated with it would
be given priority preference in case of congestion. So, that
there would be less delay and response time would be
enhanced and there would be no major loss due to delay.

Default Car Priority

Priority Type
Pri(1) Ambulance
Pri(2) Government Officials
Pri(3) Private

Future Direction: -

As future work, this research can be prolonged to control
car theft, if the car is being theft by some other person, the
affected person can only send a prioritized message which
would be transmitted to the nearby police station. The
police station would then take the necessary action and
track the car using the information provided by Road Side
Units(RSU).
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